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1.0 Content and Control

Key Terminology Explained

DIP Data Integration Platform

DIP SP Data Integration Platform Service Provider
PP Programme Participant

DVC Domain Verification Code

AKV Azure Key Vault

MLLS Mutual Transport Layer Security

GS GlobalSign

SSL Secure Sockets Layer
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2.0 DIP Certification and Domain Renewal Guide

2.1 Introduction

During SIT Functional, the DIP Service Provider (DIP SP) supported programme participants with the following tasks:

« Domain Verification - a periodic activity, initially annual, required following GlobalSign vetting’

+ Renewal of DIP Certificates - an annual activity as each certificate generated by a PP expires 12 months from the creation date?

This pack sets out the steps that were covered by the DIP SP during the support sessions and are for programme participant (PP) reference, including:
» Steps for Domain Reverification

» Steps for Certificate creation/recreation using Azure Key Vault

» Advice for OpenSSL users

» Frequently Asked Questions

Please note: this pack is intended as a supplement to existing DIP materials, notably including the DIP Onboarding Guide.

1 The frequency of domain reverification remains under review and further guidance will be provided once this has been confirme d

2 The DIP SP recommends renewal of a certificate in the two months before the expiration date to ensure uninterrupted access to DIP messaging
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2.0 Content and Control

2.2 Required Roles

To successfully reverify a domain and renew DIP certificates, the following roles are required:

*A user previously registered in the GlobalSign Atlas Portal for the PP organization
*A Subject Matter Expert (SME) who can add a text record to the PP organization's own Domain Name System (DNS)

A Certificate Administrator in the DIP Portal with ability to or supported by an SME who can generate a Private Key and Certificate
Signing Request
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3.0 Domain Reverification
AAtlas AA"BS .
Domains {
- —)p Dashboard &
= — Domain v |dentty Profile Name  Expiration Date Verity Before Date Last Verification Meth__
® o e B i pones B, ak I
. ;‘..,.“.. D Rows per page: 10
T e {
? ltsuance Inventory
Generate mTLS : Dasakis
Certificates g
...
1) Registered user on GlobalSign Atlas 2) On left hand menu 3) Select expiring or 4) Click Renew
Portal to sign in and navigate to the click on 'Certificates’ and near expiring domain.
Dashboard: then click on '‘Domains’.
https://atl L lsign.com/
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Domain on the right-
hand side.


https://atlas.globalsign.com/

3.0 Domain Reverification (continued)

Wersty D-omain
| v {'_‘J
Regel DY
Dedete domamn

4

s

7

5)Then click again on the
right-hand side on Verify
Domain.

DNSTXT  HTTP  Email

Domain Verification Code (DVC)

A

L ¢]
Location Info

@®

we k for the DNS TXT record

- Nesrohibriadion

6) This will give you DVC
string that can be copied and
added as a DNS TXT record
for DNS.

DNSTXT HTTP  Email

Domain Verification Code (DVC)

0

Location Info

eschibsiodion

Verify via DNS TXT

7) Once the SME for DNS has made the appropriate
configurations, click Verify via DNS TXT. It can take time
for Atlas to show the updated expiration date due to

DNS propagation.

Participants should note the new expiration date; domain verification needs to be completed before this expiry date.
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4.0 DIP Certification

4.1 Certificate Admin: Generate mTLS & Signing Cert within the DIP

The process for renewing DIP certificates follows a similar flow that was used for creation of certificates as part of DIP Onboarding.

On

Select MP Menu

ot

Click the 'Certificates' Tab,
the 'Create Certificate'.
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Login to the DIP portal
as a certificate Admin.

Cernificate Signing Request Form

Enter both fields: »| ] [
overall this should

make up the
address you want
to receive
messages on from
the DIP (e.g. sit-
dipwebhook.testmp.
co.uk) where

First part is Host
Mame and second
Is Domain Name.

g Fe

e stiagard milcalea grocen

J—

] o

ke 35 %
:":_;';'.
o B F Fp 2

®

Enter the required
Host Name & Domain.

Select 'Certificate
Purpose' to choose a
mTLS (for DCPs),
"Signing" (for MPs) or
mTLS & Signing
certificates (both).

The SUBJECT NAME is pre-set — click
'COPY".
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4.0 DIP Certification

4.2 Certificate Admin: Generate mTLS & Signing Cert within the DIP (continued).

*It is critical a new CSR
IS generated using the
details from the previous
steps on the previous
slide. To begin, open
your chosen Certificate
Creation Tool (this
example uses Azure Key
Vault)

@, Method of Certificate Creation ! Generate
A Certificate Name * ( ‘ Webhook-dev
Type of Certificate Authority (CA)
>
Subject* @

/CvT\S Names
@/ Validity Pencd (in months) *
Content Type

Lifetime Action Type

¢ | edip-kv-ms-poc-uks-002 | Certificates =

Click 'Select' to generate a
certificate (in AK click

Generate/Import).
", MHHS
- PROGRAMME
\\\ Industry-led, Elexon facilitated

Percentage Lifetime *

Advanced Policy Configuration

Create a certificate

| Certificate issued by a non-integrated CA

l cn=energydip-dev.543

® pecsz2 O eem

E-mail all contacts at a given percentage lifetime

G 4—@

(@]

e

Certificate name: Give the certificate a
name (no spaces).

Type of Certificate Authority, choose 'Certificate
used by no-integrated CA' from the drop down.

Subject: Enter 'cn=' then paste the SUBJECT
NAME copy from 4.1 (previous slide) step 6.

IMPORTANT - click 'DNS Names" which will
open a pop up and complete the 2 entries.

Click Not configured and ensure Key Size is
4096.

To complete the certificate creation, click
‘create’ button.

Enter the Host Name & Domain copy
from 4.1(previous slide) step 4 & 6.

DNS Names X ®

Create a certificate

DNS Name &«
energydip-nonprod.19.compa...  [i] ==

whs-SIT-241023-5T.company7....  [a] ***

Advanced Policy Confi guration

Exended ey Usages (0w (0

1. 1.361.55.7.32

1.3.5.1.5.57.3,

¢ Usage Elags
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4.0 DIP Certification

4.3 Certificate Admin: Generate mTLS & Signing Cert within the DIP

) mefmsh & Download CSR T Marge Signed Request () Request Cancellaticn [ Daleto

Webhook-dev ' Cenfate Cpentin
=
Versons

£ sesch " + mewversion ) sfesh [ Dslete 4 Cownlosd Backup 5F lssuance Folicy () Cert¥icate Gperation
] stabiss elnﬂmgms
L Version Thumbgrint Statis _
W el fard Skabus Detaib Ploasa parfoem 3 mange to complote this cartificate roquest Copphe poosed
CURRENT VERSION
Se0dcaciBa 14 5rHEhIa0T Tadanddt £ Disabled Repiet [ el Ll
f . g
1 ]
1) Select Certificate 2) Select 'Download CSR'.
H 1
Operations'.
Certificali Signing Request Farm
o ~ . — Thvm form i uwsd 42 susmit sour certifions s e resuest o s be i ed by the D0 cerslisss autor iy ozel S
X l Haanril then s et demes bl tre s g od sl b bz s e i et provotsebees yee ol L oo
WU St - . %

4) Select the Certificate Text

5) PASTE the Certificate Text into the CSR

field in DIP
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ot il M cilineg wu VTS Ot TR, o gt aith U TR

-
r

Lig, v iging o awnn (i svti s e oot Funms
s, rere st nan b b o e Gl

kel ihe ncecsary Glohaiige nchosedingand dosuin
1 vebate

Furar et bk et b oed ma Lk B used dusns the wagn selion snbuaesing, Wit o e s anpns.
[T Domgin

LR LTI

EaTim R

Baeninin

A

o e - 3

Flle  Eda View (]

----- BEGIN CERTIFICATE REQUEST-----

MITE/ 2CCAucCAQMHDE sVBgGA1 UEAME TS ] cmd 5761wl WR 1d 14 1RDMvge TiMABGL SGS ThIDQESA0UAL T COmlng g T A T CAQDFS6dLC cNSDa0 7 TnP s
opYphicys7 zURINetxe LGRIMS IxAXK et 15005k DnAnHr Tty fpocPettirex T8u/ 36 TY11Wb282 1 2dpp / Rok s 3pEM/ F 3znP{QpyilVeyqcéo
X7bAAnnn1 SD7LGNIBOY N TELUNABT SCkMI £ CXROC f aeuVmiMPo) 1adiey SQRTTAT T Tr1 /4

+QUPPIIUSEMEP AL pnV30s SQ UK ) sublbeuh 5006 j 1 X9 2 /05 r@t I8 T pb+ b dUOA TXTE £ Jyp2QjgB2CY g ED: Tk FmeT13VRRAS JESXApRYGS
2eb52TFI16/uBQN0ISIB 20T 2e@uuaVap+ PaVpes /11 rpQiUnr IrVARNA 25 36K Tul clebdxH1

+uDLAAHDALN/ TVEAGEHE IEAS JBGTS THSSr L Tz xPF CavEOMTQF 1 JwheOmpliFUsac j+
Bxmb63TE16DIN-THMZOEdGCyPxalxM B JaH/ pSYroMZOMATE«VSpN T YERS gBUEL Zx 2 THSnVimg s uPw Ykl 901 2ppSOTFA JKaS<RF LIBL3EG] §1+
ThsUDCaBIXBALRIAMG UK TqakSPerugh/ FXcLXGDTINTEN4UTE T Ixre 1tulSSyuuPwinr s JaLUCQZ 207/ FrcamSa3Brbniul1c5199aF 24 J0I0A L
QABCIGAMIGAE gk GIWeBCQaxXgY: DR YINRAPARH / EAQDAG NG} 1Ud IQQUMBUGCC sGAY BggrlgE FBQCA ENSE JBEghF1b
AV 22 AXATZOVIL JURMAT IV L 0% vay 1 2aW0u M5 1 cod STGTEYW] udGVn ol kUG xhdGT vendu Y2 3wt swC QYDVRATBATMADANE gk ghik 1 G IWEEA
QsFAADCAZEATVnimb @R IVIMOE Swi b1 svpb ] LppbZ 768 TBqeC IS/ HFREEH ftod(9x25 /6yY 1 Jaal rdlwzNFYSz\Mg =RVUIQFGxt02

+LxVL /M LugF LSKMEMAUgNaCnY 1 PEI00DDD LakWze 10 LW UEAS IMPCBEY doaf Spk gUL TNZYRVIMPEZL Y § La 1 #UdpUQVehe SONSE KESKRSebUho /81891524
K015 YASTAFSXL Gg 3Ny BBLBS 2090R FATUSHSRG3I TS CGO16F TAZYVS gYUZCw B KB18YgINS TekK /HqDEC Ty 140WExD/

+ROETRABROICTNCs N2 sc ThghPEVETYd ow] / tEwh 2 264 FmVT 7k 1 7ol Rod vy JdB2P

92plh LowgBukEnS 1Nz BUMPS IVLW(SE0419uxd /el OX (o7 ONALOC v LG Aiic L /Gle sPZB UM SBAgaRYIIYDd gvind J9ex )Mol /4f oXtno L0721
JareDiC kg xwuzsxaxun(znmnmumuru«xnmm;mﬁm:ol 23K Fee 1 FanKand 1iws

Tp1cSRALLERnmeaMOL £ 50000y ATHS+ RFEUTSOg 20t s oSHEHS Sy Tl ESrQupmilEghi1 520X YN xh e KY e@MMNGDF < D560 Pl

----- END CERTIFICATE REQUEST-----

w1 ol W% o in vir-e

3) Open the downloaded file in a test editor

— 6) Click 'Create Certificate’
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4.0 DIP Certification

4.4 Certificate Admin: Generate mTLS & Signing Cert within the DIP (continued)

Validated by

GS?
Yes No
Certificate Signing Completion PROCEED if
"Toast" advises 'Successful
v
CSR
---BEGIN CERTIFICATE REQUEST----.
{:l CexCCAD
ATy prominent ST gy Company
. ND CERTIFICATE REQUEST-—--
'.---d*hl-\.ln.-i& i .ﬂ-&.ll -
i Tl " I LANTY 1] [T ] = . ) - -
Q Error creating certificate.
, e If an ERROR appears please repeat steps from
2. MHHS
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slide 4.2,4.2 and 4.3 (previous 3 slides).




4.0 DIP Certification

4.5 Certificate Admin will check certificate is now ACTIVE within the DIP

The Certificate Admin will be presented with a list of certificates associated with the organisation and can DOWNLOAD the ACT IVE certificate

Mokt Pact e E Amather 164l comgany

Another test company

Detaited Informamon on this Marked POt ipant, the CoAatitaent DIP |ds operating within the DIP and theilr memibers Jlong with certifcate fund tion sy
W et 123456 None uet
A great examphs

DIF I Nemhen rmkun@

Currently Active Certificates

THE000 10 @

Certificates
Certificates Hisicry
Cortficate Sevial Mumber Skatus Crrated
ELC R Active il NEAFEH FEC

Showimg mems | - el 7 Show 10 )

M This certificate is expiring in 11 days

2022-11-15715:12:00.1472

033-11-15T15 1200, 0472

Expiry Date Crmaried By

2) Click ‘Certificates’ tab.
3) Check certificate is ACTIVE.
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e The list of your available certificates are displayed within Market Participant menu.

Petar Macinbersh @ % Oowritaed

TFRher |Q

Aciions

*  Dowrload

P Gerwrd Detak Cerlification Path

4)Click
Download to
utilise the new
ACTIVE
certificate.

|5 Certficate Tnformation

i
Windows does nol hawve encugh information bo verily

this certificate.

Isswed boe  GLOBALSIGH TEST CERTISICA
FLRFOSES ORLY

Issued by: Globalhgn Hon-Publz HYCA Demo

Walid from 07/03/2023 o 05/12/2023

Tretall Cerlificabe,.. | Teouer

6

General Detals  Certification Path

Show: | <Al=

Field

| = | Serial rumber

| _. Signature dgarithm

|__' Signabure hash algarithm
[ tamuer

[=] vad from

[ valid tm

[ subimet

|2 P ke

Value

sha256R54

shass

GEoiog ublic HYCAD...
az Eemﬁ 125353
06 December 2023 12:53:58

GLOBALSIGN TEST CERTIFICA...
RSA (H15A Rt

t Propertes Copy toFie..,

oK

5) Open the downloaded Certificate file and Click

‘Details’ Tab.

6) Check validity by checking Serial Number matches
and Subject is as expected.
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4.0 DIP Certification

4.6 Merge the signed certificate

Final stage of the process must be conducted within the Certificate Generation tool chosen earlier (e.g. Azure Key Vault)

Select menu option ‘Merge Signing Request’ (or similar
option).

—

—

Webhook-dev

Certificste Operation

O Refresh & DownloadCSR 7 Merge Signed Request S Raquest Canceliation ? Delete

Status e n Progress
5

Status Details Please perform 3 merge to complete thes certficate request

df7becb6catfa88a8b3891a¢c82ec8371

Request ID

s

4

@ Select the file downloaded from the DIP Portal (a .cer
file — example shown below)

B ;' MHHS-DIP-Certificate-01F7C0143456CD7AOCFDA138A616B44F cer

.. MHHS
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Certificate Operation ‘mhhs-dip-mtls-and-signing".

i The signed request for certificate "mhhs-dip-mtls-and-

A N . | The:
QO Refresh & Download CSR ¢ signing” has been successfully merged

ﬂ The signed reguest for certificate ‘mhhs-dip-mtls-and-signing” has besn successfully merged.

Slatus o Completed

Request ID | 22a711323fe847d0ofBadrid2b1a3c11 Il

A'toast’ pop up will confirm the merge was successful.
n"IhhS'dlp‘mﬂﬁ‘ﬂﬁd‘Slgnmg = @ Meging the signed request for certificate .

@The certificate must now be downloaded as a PFX WITHOUT
Password. Select the certificate and choose ‘Download in PEX/PEM

Format’.
= 49a48cfbe8abddcdbb22efccb8b3961a » @
Certificals Version
¥+ Download in CER format & Download in PEX/PEM format . . .
This certificate is now

available to be used

i e MTLS and signing when
. s sending messages to the

¢ DIP.

If you are using a DCP
you MUST arrange for
your DCP to have this
certificate to send
messages to DIP

o edip-rv-ms-poc-uks-002-alan-mhhs-dip01 -atlas-mitls- 20231003, pfx
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5.0 Advice for SSL Users

5.0 Open SSL Commands required during onboarding

API Credential Certificate

To generate the CSR and Private Key:

openssl req -new -newkey rsa:4096 -nodes -keyout apicert.key -out apicert.csr -subj "/CN=<enter API credential Subject Name Here>"
To merge the Private Key and Certificate into a PFX:

openssl pkcs12 -export -out apicert.pfx -inkey apicert.key -in apicert.cer -password pass:

mTLS/Signing Certificate

To generate the CSR and Private Key:

openssl req -new -newkey rsa:4096 -nodes -keyout mtiscert.key -out mtlscert.csr -subj "/CN=<enter Subject Name here>" -addext
"subjectAltName = DNS:<enter Subject Name here>, DNS:<enter Hostname plus Domain here>*

To merge the Private Key and Certificate into a PFX:

openssl pkcs12 -export -out mtlscert.pfx -inkey mtiscert.key -in mtlscert.cer -password pass:

", MHHS
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FAQs

Can | generate a new certificate if my domain verification has expired?

No, GlobalSign does not allow you to do this.

Do | need to maintain my domain verification to send and receive
messages from DIP?

No, domain verification is only checked when interacting with GlobalSign, such as when creating
or renewing certificate. Your certificates remain valid until their expiration date or until they are
revoked.

Does creating a new certificate invalidate the previous one?

No, your certificates are valid until their expiration date or until they are revoked. You can use
both new and old certificates simultaneously. This allows you to replace your certificate within
your desired maintenance window.

Can | have more than one GlobalSign Atlas portal administrator?

Yes, it is recommended to have more than one administrator. Please refer

to https://support.globalsign.com/atlas/general-category-fags/account-related-fags for

additional details.

What is Certificate reissue in DIP?

The certificate reissue feature in DIP allows you to create a new instance of your existing
certificate with a new serial number. Please note that this feature does not extend the validity
period of your certificates.

Do | need to renew each expiring Certificate?

Yes, you must repeat the renewal steps for each expiring certificate and domain if you are using
more than one certificate.

Isthe hostname mandatory when creating a Certificate?

Yes, a hostname is mandatory in DIP, even for signing certificates. However, please note that DIP
does not verify the hostname for signing certificates when checking the signature.

How can | get more support?

For issues related to domain verification or accessing the Atlas portal, please contact Atlas

Support at support-atlas@globalsign.com
For issues relating to use of the DIP Portal, please contact DIP Support at
rt@ener taintegrationplatform k.
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